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GoaTracer

GoaTracer is a free online sandbox for dynamically analyzing PE files

You can use it via APl or Web Interface
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Waves Reflection Reflection Reflection

Wave 1 Wave 2 Wave k
01005000 pushfd 01007088 cal  Ox100708d 1006ba7 mov ebx, dword ptr [ebp+0x403783]
0100708d sub dword [ss:esp], 0x23a 1006bad xor esi, esi

01005001 push 0x3
01005003 jae  0x1005010 01007084  jmp  dword [ssiesp+0xd]

01005005 jmp 0x1005009
01005007  db Ox75;u e —
01005008 db 0x75;'u’ 1006bb3 jnz Dxa

01005009 call 0x1005014

1006baf not ebx

1006bbd add dword ebp+lnd(3763]
01005006  xor  ax, Ox773 el

01005012 jmp 0x1005031
01005014 add esp, Ox4

e womse — Represents self-modification,
EEE?.:,‘:,?E 0100501a db Ox75;'u' . .
it TR T seen In unpacklng Iayers
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Anatomy of the Goat

Uses two main technologies :
* DynamoRIO — Dynamic instrumentation
* LibVMI — Virtual machine introspection
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,Anatomy of the Goat

Communication between DynTracer and DynHybridVMI :

DynTracer
(Virtual Machine)

DynHybridvMI
(Hypervisor level)

Program runs

|
' Ewvent cccurs

|
' Store data in registers |

. Trigger interrupt

Handle event

P

| Send response
< p
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DynHybridvMI
(Hypervisor level)

DynTracer
(Virtual Machine)
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Anatomy of the Goat

Instrumentation

Placement

(DynamoRIO)

Inside the
program

Introspection
(libVMI)

Outside the VM

GoaTracer

Inside/Outside

Scope

Program-level

System-level

Program and system level

Impact

analysis analysis analysis
: Non-instrusive
Alongs@ e (external Alongside the execution
execution o .
monitoring)
Fine-grained

analysis at the
instruction level

Stealthy and not
easily detectable

Instrusive and
easily detectable

Higher-grained
analysis, cannot
output all executed
instructions

Instruction level analysis.
Reasonably stealthy and
difficult to detect




Wine de

1 Using >Add; (wine_get_unix_file_name> from kernel32Z.dll ... OK
Reg key C(HECUS~SOFTWARE-W ) 0K
UirtualBox de
Scsi pol *hus—->t et id-2>logical wnit id-> @ identifieP .-. DK
Reg key C(HELM-HARD ) ription:Syste on">» ... OK
. . . *] Reg key C(HKLM~SOFTL e’ leUdiguH bue“t ﬁﬂ i _l 0K
[#] Reg ke --- OK
Resilient against most known detection  [eEEECERNITHH
: [%] Reg ke (HHLM\HQHBUQ' ] ] e

Reg ] ! ices~UBox»* ... OK
1= ]iF H BiosDate"
ivers\UBox* ... OK

| iunal E f. ‘ OK
[#] L  for starting with 88:88:27 ... 0K
TeSted on Al'khaser Luu}c.l.nq EE; e 23 . Oul—:ig T

Looking for KIPJH L

Looking for X networ

Looking for UBox proc es (vhoxservice.exe, vhoxtray.exe)
Looking for UBox devices using WMI ... OK

Undetected by pafish UMuare dete

[#] Scsi port id—*logical HﬂLt id-> B didentifier ... OK
Reg key 1| OFTUWARE 3 1HL.\UHUn E p
Looking f G =k 101
Looking for L] : [
Looking f a MAC address arting uwi ! , B8:1C:14 or AA:L
h ... OK
Looking f pseudo
Looking for UMware se

1 Qemu detection
Scsi port—2bus—>target id-: (ica unit id-> @ identifier ... OK
Reg key (HEKLM~HARDWARE-D ript “System "SystemBiosUersion">» ... OK

1 Cuckoo tion
Looking in the TLS for the hooks information structure

to RE me. weck log file for more information.




Usecase 1 : Packers

Packer Execution

Execution
time

Packer

name name time

cleor (o I 00h03m48s 159 00h00m21s 2

g ICER R 00h03m25s 106 boxedApp 00h42m21s 1

cddca i 00h12m01s 99 epprotect 00h0O0mO04s 1

00h01m44s 91 00h00OmMO09s 1

00h0OOM30s 16 00h00mM12s 1

yodaprote

00h02m02s 5 00h00m12s 1

00h32m24s 3 00h00m12s 1

~*

mystic 00h00m32s 3 00h00mMO9s 1
S 00h00mM11s 2 expressor MU0 ek T
LOI’ IQ fsg 00h0OmM14s 2 vmprotect 00h00mMO5s 0
Hll i il peatad @ QO s
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Usecase 2 : Malware (Lockbit)

o | | | -
Lockbit 4.0 API hashing [1] : L’g
LOCK: X,
1) Searches inside the dll

2) Looks for the address of an API, but stops a few bytes before
3) XOR the result to get the actual address
_ 4) Calls the API

More difficult to detect which APl is called
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Usecase 2 : Malware (Lockbit) L3

LO CKIIN]

» Let’s take RtlAddVectoredExceptionHandler -

e

| Basic Block 1276

llllllll
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[ RtlAddVectoredExeeptionHandler (NTDLL.DLL) 9 ‘

Windows APl Functions calls

i Timestamp Name
52.867071  VirtualProtect
52.876537  VirualProtect
216.899624 RtlAddVectoredExceptionHandler
217.422922 RilRemoveVectoredExceptionHandler
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Usecase 2 : Malware (Lockbit) Locf;

GoaTracer Drakvuf Any.run JoeSandbox Hybrid- VMRay VirusTotal

N [2] K] analysis [5] [6]
G [4]

& Bypass
obfuscation
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Usecase 2 : Malware (Lockbit) Locf;

GoaTracer Drakvuf Any.run JoeSandbox Hybrid- VMRay VirusTotal

N [2] [3] analysis [5] [6]
G [4]

D < X X

Bypass
obfuscation

9 o

But remember that VMRay doesn’t output
the asm instructions for example !
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» o oFuture works

« Add Windows 10 VMs

e - Extract payload from packed binaries

/I

 Memory dump at each wave transition

. . List obfuscations made by the PE file
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.Key takeaways

» GoaTracer, a free online sandbox to analyze PE files

« Outputs asm instructions, syscalls, waves, CFG, CG, ...

M @« A combination of precision and stealth
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How to access GoaTracer

[=];
Available at goatracer.lhs.loria.fr ?ﬁ

You can request an account at loria-goatracer-contact@univ-
lorraine.fr

=
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https://goatracer.lhs.loria.fr
mailto:loria-goatracer-contact@univ-lorraine.fr
mailto:loria-goatracer-contact@univ-lorraine.fr

L, Thank you !
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